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1. Cuvinte cheie

Management, analiza informatiilor, riscuri, amenintari, vulnerabilitati, analiza
strategica, metode analitice, proces analitic, teoria ,,lebedei negre’’, sistem integrat,
managementul crizelor, sistem integrat de management al analizei informatiilor, mediul
international de securitate, intelligence, planificare strategica, scenarii, optiuni de
raspuns, metode analitice structurate, grupari de criminalitate organizata, terorism,
radicalizare islamica, proliferare arme de distrugere in masa, avertizare timpurie,

indicatori de avertizare, propaganda, dezinformare, stiri false.
2. Actualitatea, interesul si contextul temei de cercetare

Actualitatea demersului de cercetare consta, in principal, din necesitatea abordarii
integrate a doua stiinte de granita, respectiv management si analiza informatiilor, in scopul
intelegerii cat mai complete atat a mediului intern si extern in care o organizatie isi desfasoara
activitatea, cat si a riscurilor, amenintarilor si vulnerabilitdtilor care pot afecta entitatea
respectiva.

Din aceasta perspectiva am considerat necesara conceptualizarea unei noi ramuri a
managementului, respectiv managementul analizei informatiilor, care sa imbine, in mod
armonios si inovativ, principiile managementului cu cele specifice analizei informatiilor si sa
ofere factorilor decidenti un instrument practic si pragmatic prin care deciziile luate la nivel
managerial sa fie fundamentate stiintific, prin metodele dezvoltate pe palierul analizei
informatiilor.

Demersul stiintific este de actualitate avand in vedere mediul international si national
caracterizat prin dinamism accentuat si impredictibilitate, managementul gestionarii crizelor
fiind direct legat metodologic si stiintific de managementul analizei informatiilor. Daca in
trecut era valabil dictonul ,,cine are informatia, detine puterea”, in prezent se poate reformula
acest dicton prin sintagma ,,cine detine ,,armele” managementului analizei informatiilor, detine
puterea absoluta”. Se poate aprecia ca, in prezent, managementul analizei informatiilor si,
subsecvent, managementul cunoasterii au capatat noi valente care nu sunt exploatate la
maximum din diferite motive obiective sau subiective.

Prezenta lucrare stiintifica isi propune sa dezvolte un nou concept in domeniul
managementului, respectiv cel al analizei informatiilor, care urmeaza sa fie dezvoltat

metodologic in urmatoarea perioada prin adaugarea la prezentul demers stiintific a unor noi



concepte care sa fie aplicabile si in alte domenii decat cele care tin de securitatea nationala. O
posibila dezvoltare a acestui concept poate fi implementarea acestei tipologii de management
si la nivelul companiilor care, in prezent, pe fondul dezvoltarii tehnologiei informationale si a
Internetului, nu mai pot lua decizii fara o analiza comprehensiva a mediului intern si extern in

care isi desfasoara activitatea.

3. Obiectivele si ipotezele tezei

Obiectivul principal de nivel strategic al lucrarii este reprezentat din fundamentarea
unui model viabil pentru managementul analizei informatiilor care sa sprijine, in mod real,
Sistemul de management integrat al crizelor, bazat pe exploatarea cu celeritate a datelor si
informatiilor existente la un moment dat.

Subsecvent acestui obiectiv principal, au fost conceptualizate urmatoarele obiective
operationale care, odata indeplinite, conduc la eficientizarea activitatii pe palierul analizei
informatiilor si la crearea premiselor favorabile pentru stabilirea corelatiilor sistemice specifice
managementului analizei informatiilor, care au fost urmarite pe perioada cercetarii doctorale:

a. Conceptualizarea modului de realizare si intocmire a analizelor de nivel strategic
ca suport pentru managementul obiectivelor si functiilor intelligence-ului strategic;

b. Identificarea si explicitarea principalelor metode de generare/producere de idei,
care au fost utilizate 7n cadrul prezentei teze pentru fundamentarea unor metode analitice care
sa sprijine procesul de decelare a riscurilor;

c. Descrierea, modernizarea i utilizarea metodelor analitice prospective care permit
definirea corecta a indicatorilor de avertizare timpurie si identificarea riscurilor specifice;

d. Identificarea si caracterizarea principalelor riscuri la nivel global, in scopul
proiectarii sistemului de management al analizei informatiilor ca instrument de suport al
sistemul de management integrat al crizelor;

e. Caracterizarea principalelor sisteme de combatere a criminalitatii, cu reliefarea
avantajelor sistemului intelligence-led policing;

f.  Perfectionarea si aplicarea corecta a metodei analitice pentru evenimente tip
., lebada neagra’;

g. Conceptualizarea sistemului de management integrat al crizelor pe baza

managementului analizei informatiilor.



Pentru a putea indeplini obiectivul general si pe cele operationale subsecvente este
necesar sa se formuleze anumite ipoteze de cercetare concrete care au ca scop definirea si
delimitarea corecta a obiectului de studiu.

In acest context, pentru a putea rispunde obiectivelor tezei de doctorat au fost formulate
urmatoarele ipoteze de lucru:

1. Sistemul de management integrat al crizelor depinde, in mod direct, de volumul si
calitatea informatiilor analizate. Pentru a gestiona in mod eficient o criza, indiferent de natura
acesteia, este necesar accesul, in timp real, la informatii cu valoare operativa, in acest context
fiind necesara existenta unui sistem de management al analizei informatiilor performant.

2. Metodele analitice clasice nu mai sunt utile in situatii atipice caracterizate prin
probabilitate micd de producere gi impact major. In contextul actual international marcat prin
instabilitate si multiplicarea riscurilor asimetrice este necesar sa se realizeze noi metode
analitice sau sa se identifice solutii pentru modernizarea celor existente pentru a raspunde, in
mod oportun, nevoilor de informare ale beneficiarilor.

3. Analiza strategica si metodele specifice acestui tip de analiza raspund cel mai bine
provocarilor actuale de securitate, fiind capabile sa acopere nevoile de cunoastere ale
beneficiarilor de nivel inalt. Analiza strategica este capabila sa furnizeze mai mult decat
informatii, respectiv sa ofere cunoastere beneficiarilor institutionali, acestia fiind capabili sa ia
cele mai bune decizii la nivel actional. Managementul cunoasterii nu poate fi realizat decat in
contextul mai larg al managementului analizei informatiilor, fiind subsumat din punct de
vedere metodologic si tehnic acestuia.

4. Caracterizarea mediului actual de securitate pe fondul mediului international de
securitate marcat de instabilitate accentuatd si de multiplicarea riscurilor asimetrice. In acest
context, trebuie sa se stabileasca, intr-un mod unitar, riscurile care pot influenta evolutiile in
plan securitar, cu accent pe amenintarile hibride si de utilizarea extensiva de catre adversar a
stirilor false (,,fake news”), care au rolul de a destabiliza si de a induce la nivel societal
sentimentul de instabilitate.

5. Stabilirea unei metode analitice tip ,, lebdada neagra” (,, black swan ) care sa permita
identificarea fenomenelor cu probabilitate foarte mica de producere si impact major la nivel
societal. Avand in vedere evolutiile internationale caracterizate printr-un grad ridicat de
,fluiditate” si de difuzie accentuata a riscurilor asimetrice este necesar sa se perfectioneze
metoda analitica a ,,lebedei negre” initiata de Nassin Taleb si sa se adapteze aceasta tehnica la

nevoile analitice actuale.



6. Necesitatea stabilirii la nivel national a unui Sistem de management integrat al
crizelor bazat pe managementul analizei informatiilor. In prezent nu exista la nivel national un
Sistem de management integrat al crizelor interne, fiind necesar sa se realizeze un astfel de
mecanism interinstitutional care sa permita gestionarea eficienta a crizelor. Pentru stabilirea
acestui mecanism la nivel national este necesar sa se stabileasca principiile de baza, institutiile
responsabile, precum si proceduri standard de lucru, inclusiv cele aferente managementului
analizei informatiilor.

Pe parcursul cercetarii aferente tezei de doctorat s-a incercat sa se obtina informatiile si
cunoasterea in scopul validarii, validarii partiale sau invalidarii acestor ipoteze de lucru.
Rezultatul acestui demers stiintific va oferi perspective pentru dezvoltarea conceptului de
management al analizei informatiilor, in calitate de stiinta care sa sprijine procesul decizional
la nivelul managerilor. Aceastd nouda ramura a managementului va permite, pe baza aplicarii
metodelor analitice de nivel strategic, sa se identifice cu celeritate riscurile si sa se dispuna
masuri conforme pentru diminuarea efectelor negative cu impact la adresa societatii.

Pentru validarea totala sau partiala, respectiv invalidarea ipotezelor mai sus-mentionate,
am elaborat un set de intrebari in legatura cu demersul stiintific, cu scopul de a furniza un
raspuns in cadrul tezei, respectiv:

1. Care este legatura intre managementul analizei informatiilor si analiza strategica si
cum se pot utiliza metodele analitice specifice acestui tip de analiza pentru identificarea i
decelarea riscurilor?

2. Cum sunt corelate sistemul national de management integrat al crizelor si sistemul
de management al analizei informatiilor?

3. Care este legatura intre contextul geopolitic international caracterizat prin
multiplicarea riscurilor asimetrice (ex. terorism, proliferarea armelor de distrugere in masa,
razboi hibrid) si situatia de securitate la nivel national?

4. Care sunt metodele de exprimare caracteristice amenintarilor de tip hibrid (ex.
folosirea stirilor false pentru a influenta opinia publica) si care sunt metodele analitice care
se preteaza cel mai bine pentru a face fafa acestui tip de agresiune?

5. Ce seturi de indicatori de avertizare timpurie trebuie dezvoltati pentru a gestiona
eficient o criza prin utilizarea mijloacelor si metodelor specifice analizei informatiilor?

6. Care este cea mai buna metoda pentru a realiza un sistem integrat de management
al crizelor prin utilizarea managementului analizei informatiilor?

Pe baza raspunsurilor obtinute la aceste intrebari se vor formula concluzii si eventuale

propuneri in ceea ce priveste viabilitatea sistemului de management al informatiilor si de



optimizare a fluxurilor informationale pentru a permite managerilor de nivel inalt sa ia cele mai

bune decizii.

4. Demersul metodologic al lucrarii de cercetare

In cadrul prezentei teze, cercetarea urmireste un obiectiv clar delimitat, bazat pe o
anumita evolutie si stare a cunostintelor din domeniul respectiv, precum si pe realizarea unor
aspecte de natura practica. Cercetarea in cazul acestei lucrari doctorale are ca principal scop
identificarea celor mai pretabile metode analitice care sa stea la baza sistemului de management
al analizei informatiilor.

Metodologia aplicata consta dintr-un cumul de metode, tehnici, instrumente si procedee
utilizate pe baza unor reguli si principii preexistente. Metoda reprezinta finalitatea de abordare
a obiectului supus demersului stiintific, iar tehnica este forma concreta prin care se aplica
metoda aleasa spre studiu. Instrumentul reprezinta mijlocul practic prin care sunt colectate
datele si informatiile necesare finalizarii demersului stiintific.

Conform lui Grawitz!, metoda reprezinti procesul concret ce trebuie luat in considerare
pentru organizarea concreta si coerenta a cercetarii. Grawitz considera ca metoda isi propune
sa raspunda la intrebarea ,,cum?” prin utilizarea rationamentului cercetatorului pentru a
demonstra adevirul. In schimb, tehnica de cercetare constituie un mijloc necesar pentru
atingerea unui scop situat la nivelul unor fapte, etape practice si implica utilizarea unor
instrumente, proceduri operative, riguroase si adaptabile problemei supusa demersului
stiintific.

In scopul colectirii datelor si informatiilor necesare pentru realizarea demersului
stiintific din aceasta teza de doctorat au fost aplicate urmatoarele metode si tehnici de cercetare
teoretica de documentare si de cercetare empirica:

1. Cercetarea teoretica de documentare care este specifica oricarui demers stiintific si
are ca principal rol dobandirea de noi cunostinte din domeniul analizat, cu scopul de a desfasura
procesul de cercetare la nivel empiric.

in cadrul demersului stiintific au fost abordate urmitoarele metode de cercetare
stiintifica: analiza comparativa a sistemelor similare, observatia neutra, clasificarea si
organizarea informatiilor stiintifice si interpretarea datelor.

Pentru a obtine suportul teoretic necesar in lucrarea stiintifica au fost accesate bazele

de date cu lucrari stiintifice din bibliotecile virtuale, fiind consultate carti de specialitate, lucrari

! Grawitz, M., ,,Lexique des sciences sociales”, Editura Dalloz, 1994, p. 156.



si articole stiintifice din domeniul analizei informatiilor si de management, rapoarte de
cercetare in domeniul analizei informatiilor.

2. Cercetarea empirica prin urmatoarele metode:

- metoda deductiva a fost utilizata pentru a realiza sistematizarea corecta a datelor si
informatiilor de natura stiintifica cu scopul de a defini coerent metodele analitice specifice
analizei informatiilor de nivel strategic. Deductia reprezinta modalitatea de cercetare de la
general la particular, respectiv operatiunea de intelegere a unor manifestari sau fenomene
plecand de la esenta acestora. In acest context, pornind de a anumite principii general valabile,
axiome, ipoteze de lucru, prin argumente de natura logica si interpretare teoretica a realitatii se
ajunge la alte principii si legi. In cadrul lucririi s-a demarat procesul cognitiv de la anumite
metode analitice ,,clasice”, acestea fiind transformate si optimizate prin introducerea unor
indicatori specifici, fiind personalizate pentru a raspunde nevoilor specifice managementului
analizei informatiilor.

- metoda inductiva este cel mai des utilizata in procesul analitic pentru ca se realizeaza
trecand de la particular la general, respectiv de la anumite observatii empirice la generalizari
teoretice sub forma de principii si legi general valabile. In cadrul lucririi stiintifice a fost
folosita aceasta metoda pentru a caracteriza mediul extern de securitate prin extrapolarea
anumitor evenimente care s-au produs la nivel mondial si care au permis evaluarea situatiei la
nivel international. De asemenea, aceasta metoda a fost folosita in aplicarea metodei analitice
,,lebada neagra” si a permis identificarea anumitor evenimente cu probabilitate mica de aparitie
dar cu efecte devastatoare din state apartinand zonei Balcanilor de Vest si din vecinatatea
Romaniei.

- studiul de caz constituie 0 metoda de investigatie care cerceteaza un eveniment actual
si se foloseste atunci cand domeniul analizat si contextul sau nu sunt bine delimitate, respectiv
atunci cand exista interdisciplinaritate in cercetare. in cadrul demersului stiintific a fost utilizata
metoda analitica studiu comparativ de caz care a fost descrisa in detaliu in cadrul lucrarii si a
fost aplicata pentru a dezvolta 0 metoda de ierarhizare a gruparilor de criminalitate organizata,
in care au fost stabiliti indicatori specifici acestui tip criminogen cu impact in plan securitar.

- analogia consta in identificarea reperelor comune in mai multe situatii cu grad ridicat
de similitudine. In cadrul demersului stiintific a fost utilizatd analogia pentru a caracteriza
ciclul informational strategic, atat prin similitudine, cat si prin utilizarea antitezei, vis-a-vis de
ciclul informational ,,clasic”, care nu mai corespunde mediului actual securitar caracterizat

printr-un grad ridicat de ,,fluididate” si de impredictibilitate accentuata.



- metoda Delphi a fost descrisa in detaliu in cadrul lucrarii doctorale si a fost utilizata
pentru a colecta informatiile necesare pentru aplicarea teoriei ,,lebada neagra” (,,black swan”)
in state apartindnd zonei Balcanilor de Vest si din vecinatatea Romaniei. Aceste date au fost
colectate de la experti din aceste state care au fost prezenti la 0 conferinta de specialitate
desfasurata, in luna aprilie 2018, la Bucuresti. Pe baza acestor date primare colectate au fost
identificate evenimente tip ,lebada neagra” care au permis caracterizarea sistemului de
securitate din regiune, care pot avea impact negativ la adresa Romaniei.

- analiza statistica este metoda de prelucrare cantitativa a datelor numerice ale
evenimentului utilizat. Metodele analitice statistice au fost descrise in cadrul lucrarii stiintifice
si a fost utilizata pentru a ierarhiza in anexele nr. 1 si nr. 2 ale lucrarii principalele riscuri
identificate intr-0 perioada distincta.

- reprezentarea grafica si cea tabelara a fost utilizata extensiv pe parcursul cercetarii
stiintifice, in scopul prezentarii vizuale si intuitive a unor procese sistemice, proceduri, legaturi
logice si analogice, corelatii, aferente subiectului supus procesului de cercetare. Reprezentarile
grafice au permis vizualizarea mai buna a relatiilor de cauzalitate, tendintele evolutive,
anomaliile existente intre anumite date, fiind mai usor de interpretat decat in cadrul unui text.
Totodata, aceste reprezentari au permis o mai buna intelegere a unor sisteme complexe, precum
sistemul de management al crizelor si sistemul de management al analizei informatiilor.

- analiza juridica constituie modul de transpunere a principiilor si sistemelor in text cu
valoare juridica. In cadrul procesului de cercetare a fost conceput un model de act juridic
(proiect de Ordonanta de Urgentd a Guvernului) pentru a concretiza modelul care a fost
conceput in cadrul lucrarii doctorale.

- analiza datelor si informatiilor are ca principal scop intelegerea fenomenelor
complexe si extragerea elementelor necesare pentru cunoasterea in ansamblu a acestora. In
cadrul cercetarii stiintifice fundamentale efectuate a fost utilizatd extensiv aceastd metoda
pentru a realiza reprezentari mai simplificate ale unor informatii complexe.

Concluzie: In cadrul cercetarii stiintifice au fost utilizate mai multe metode care au
condus la finalizarea tezei de doctorat, acestea fiind folosite cu rigurozitate stiintifica si cu
respectarea normelor academice in vigoare.

Totodata, in aplicarea metodologiei de cercetare este necesar ca, pe langa analiza critica
a activitatii de cercetare, sa fie formulate eventuale propuneri pentru optimizarea si

eficientizarea respectivei activitati.

10



Din punct de vedere metodologic, in cadrul demersului de cercetare au fost imbinate
cele doua forme ale cercetarii, respectiv teoretica si empiricd, pe baza rationamentelor

inductive si deductive.

5. Structura tezei de doctorat

Teza de doctorat este structuratd in 9 capitole distincte, la care a fost addugat un capitol
introductiv si unul dedicat concluziilor.

Cercetarea stiintifica s-a axat atdt pe fundamentarea aspectelor teoretice specifice
managementului analizei informatiilor, fiind stabilite reperele necesare pentru aceasta noud
ramurd a managementului, cat si pe latura practicd, acest domeniu fiind utilizat pentru
identificarea de noi riscuri prin perfectionarea de metode analitice de nivel strategic, precum si
pentru stabilirea modalitétii practice de utilizare a acesteia in cadrul managementului crizelor
interne, inclusiv prin proiectarea unui mecanism legislativ.

In cadrul capitolului introductiv au fost stabilite reperele principale ale domeniului
managementul analizei informatiilor, fiind realizatd legatura dintre management, ca stiinta
distinctd, si analiza informatiilor in calitate de element de suport managerial. Totodata, in
cadrul introducerii au fost prezentate principalele motive care au stat la baza alegerii acestei
teme de cercetare, precum si rezultatele asteptate de la prezenta tezd de doctorat.

Capitolul unu prezinta detaliat analiza strategica care reprezinta elementul fundamental
al managementului analizei strategice si permite identificarea amenintarilor si stabilirea
nivelelor de risc la adresa securitatii nationale, cu scopul de a permite agentiilor de aplicare a
legii sa formuleze politici, programe si planuri adecvate si coerente pentru combaterea eficienta
a riscurilor la adresa securitdtii nationale.

In cadrul acestui capitol este prezentat modelul de intelligence specific analizei
strategice care inlocuieste modelul standard de intelligence, avand in vedere faptul ca acesta
nu mai corespunde nevoilor impuse de analiza strategica. Totodata, in cadrul acestei sectiuni
sunt prezentate, in mod detaliat, etapele care trebuie parcurse pentru realizarea unei analize de
nivel strategic, respectiv: selectarea obiectivului analizei strategice, selectarea personalului,
definirea corectd a problemei ce urmeaza sa fie analizata, dezvoltarea planului strategic de
colectare a informatiilor, generarea ipotezelor de lucru, procesarea datelor si informatiilor
(inregistrarea, colationarea si evaluarea), integrarea, analiza si interpretarea datelor si
informatiilor, raportarea rezultatelor analizei, revizuirea procesului analitic, principii aplicabile

procesului de analizd strategica.
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In cadrul capitolului doi sunt prezentate metode analitice care ajuti la generarea sau
producerea de idei utilizate in cadrul procesului analitic. Generarea de idei noi are un rol
important in ceea ce priveste necesitatea de a aduce plus-valoare produselor informationale
prin evidentierea unor legdturi de cauzalitate intre evenimente si fenomene sau prin stabilirea
de tipare actionale (pattern-uri) iIn comportamentul sau activitatile unor entitati, care sa permita
luarea unor decizii bazate pe fundamente stiintifice solide.

Astfel, in cadrul acestui capitol au fost descrise in detaliu principalele metode
generatoare de idei noi, respectiv: brainstorming, brainwriting, brainstorming structurat,
Tehnica Grupului Nominal, metoda Delphi, metoda gandirii outside-in, tehnica SCAMPER,
metoda gandirii laterale, mind-mapping, cutia morfologica, jocul de rol, precum si metode
analitice structurate (metode de previzionare a rezultatelor si metode de prognoza).

Capitolul trei al tezei de doctorat prezinta principalele metode prospective care au ca
principal scop identificarea de ipoteze de lucru multiple prin care se poate anticipa modul de
manifestare a unui fenomen. Dintre metodele prospective au fost selectate si optimizate din
punct de vedere analitic: analiza ipotezelor concurente, analiza SWOT, analiza PESTELS,
analiza situationald, analiza PORTER, avocatul diavolului, analiza valorii utile si analiza
comparativa de caz.

Scopul acestui capitol consta in prezentarea instrumentarului metodologic specific
managementului analizei informatiilor, fiind accentuata latura preventiv-anticipativa, prin
intermediul metodelor analitice prezentate in detaliu in cadrul acestui capitol al tezei de
doctorat. Metodele analitice prospective au fost expuse Tn mod exhaustiv si optimizate atat prin
clarificari de ordin metodologic, cat si prin adaugarea unor noi module la cele existente (ex. la
analiza PESTEL a fost adaugat si factorul securitar care joacd un rol foarte important in
contextul international actual).

in capitolul patru al tezei de doctorat a fost realizata o radiografie detaliata a mediului
de securitate la nivel global, regional si national prin utilizarea metodelor analitice prospective
prezentate in capitolul anterior. A fost introdus in cadrul acestui capitol modalitatea de realizare
a monitorizarii mediului international de securitate, proces care trebuie sa se realizeze prin
efortul conjugat al tuturor componentelor Sistemului National de Securitate, in scopul evaluarii
comprehensive a riscurilor si amenintarilor la adresa intereselor de securitate.

In acest capitol a fost explicitat conceptul PMESII, utilizat la nivelul NATO, care
constituie o modalitate eficienta care permite explicarea elementelor sau domeniile inter-
relationale ale unui mediu operational complex, prin analiza factorilor politici, militari,

economici, sociali, infrastructura si informatii.
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Un alt element important din cadrul acestui capitol 1l constituie prezentarea tehnicii
analitice pentru ierarhizarea grupdrilor criminale, avand in vedere influenta negativa asupra
mediului de securitate exercitat de gruparile de criminalitate organizata nalt specializate.
Pentru a realiza o ierarhizare corecta, aceasta tehnica analitica ia in calcul anumite atribute
specifice grupdrilor de criminalitate organizatd (GCO), respectiv: coruptia, utilizarea
mijloacelor violente, gradul de infiltrare, spalarea de bani, gradul de colaborare cu alte GCO,
factorul de izolare al GCO, monopolul detinut pe o anumitd piatd criminogend, scopul si
distributia la nivel geografic, utilizarea mijloacelor informative/contrainformative, gradul de
diversificare a activitatilor criminale, disciplina la nivelul gruparii si coeziunea de grup.

In cadrul capitolului cinci au fost prezentate, in mod exhaustiv, principalele concepte
de combatere a criminalitatii care au fost dezvoltate de-a lungul timpului, respectiv: modelul
standard de conducere a muncii de politie (Standard model policing), conceptul politicilor
pentru comunitate (Community policing), conceptul politicilor orientate pe problema (Problem
oriented policing) si conceptul de conducere a muncii politienesti pe bazd de informatii
(Intelligence-led policing).

In urma analizarii celor patru modele mentionate anterior, prin prisma avantajelor si
dezavantajelor implementarii acestora, s-a ajuns la concluzia ca nu existd un model general
valabil de abordare a criminalitatii, In realitate abordandu-se o combinatie a celor patru
concepte care sa tina cont si de opinia societatii, dar si de eficienta utilizarii instrumentelor
moderne de analiza a informatiilor. In acest context, se apreciaza necesitatea ca structurile de
aplicare a legii sd urmdreasca realizarea obiectivelor ludnd In considerare inclusiv opinia
cetdtenilor si sd se aleaga abordari si tactici care se adapteaza cel mai bine la nivelul societatii.

in cadrul capitolului sase a fost conceptualizat sistemul de avertizare timpurie si
indicatorii de avertizare aferenti, avand in vedere mecanismul existent la nivelul NATO, care
a fost realizat in urma concluziilor reiesite la Summitul de la Lisabona.

Managementul analizei informatiilor trebuie sd stabileasca, in avans, care sunt
indicatorii de avertizare care sunt utilizati in calitate de puncte decizionale pentru orice
problema analizata. Indicatorii trebuie sa fie atat de critici si de obiectivi, incat sd evidentieze
orice schimbare semnificativda a evolutiilor in desfasurare si s impund o schimbare
comparabila a analizei starii finale privind situatia emergenta.

Avantajul crearii sistemului de avertizare timpurie consta in faptul ca, avand la
dispozitie indicatorii de avertizare, analistii nu mai sunt nevoiti s se bazeze pe abordarile
matematice, mecanice si cantitative, putand astfel sd ofere evaludri calitative si anticipative ale

starii finale privind situatia clar definita.
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In cadrul capitolului sapte a fost proiectat Sistemul de management integrat al crizelor
bazat pe managementul analizei informatiilor, avand in vedere faptul ca prevenirea si
gestionarea situatiilor de crizd nu se poate realiza, in mod eficient, decat in situatia in care
existd informatii suficiente si un potential analitic relevant care sd permitd o evaluare
comprehensiva a situatiilor potentiale de risc, precum si reliefarea vulnerabilitatilor sistemice
si organizationale. In acest context, prin consultarea surselor deschise a fost analizat sistemul
existent la nivelul NATO, fiind preluate principiile acestuia si transpuse in masuri aplicabile la
Atlantice.

Capitolul opt al tezei de doctorat este dedicat detectarii fenomenelor tip lebada neagra
care este caracteristic evenimentelor cu nivel de impact extrem si este neasteptat sau putin
probabil. In cadrul capitolului a fost propusi o metodologie de aplicare a teoriei lebida neagra
prin analiza situatiei de securitate din Albania, Armenia, Azerbaidjan, Bosnia si Hertegovina,
Bulgaria, Croatia, Macedonia, Georgia, Grecia, Roméania, Republica Moldova, Serbia,
Slovenia, Turcia si Ucraina, fapt ce a permis identificarea unor riscuri care se incadreaza in
aceasta tipologie.

Pentru a realiza identificarea unui posibil eveniment tip ,,lebeda neagrd” a fost scanat
mediul de securitate la nivel mondial pe perioada a 10 ani, rezultatul acestei analize fiind
ingrijorator, avand in vedere faptul ca daca in prima decada riscurile erau mai mult de natura
economico-financiara, in prezent riscurile sunt induse preponderent de situatia tensionata la
nivel international care se repercuteaza inclusiv la nivel national.

Pe baza datelor colectate de la experti din statele sus-mentionate s-a reusit sa se
analizeze situatia de securitate din proximitatea Romaniei, realizandu-se inclusiv o analiza
pentru fiecare stat nominalizat anterior.

In acest context au fost analizati factorii securitari, economici, de mediu si tehnologici,
fiind reliefate si riscurile induse de propaganda, dezinformare si stiri false, metode utilizate
pentru discreditarea institutiilor publice si influentarea populatiei.

In cadrul capito/ului noud din teza de doctorat este prezentat un model propus pentru
Sistemul integrat de management al crizei bazat pe managementul analizei informatiilor, fiind
construit pe doud paliere, respectiv securitatea publica si securitatea civila.

Abordarea proactiva bazatd pe managementul analizei informatiilor, respectiv analiza
de intelligence integratd si avertizarea timpurie constituie mecanisme moderne care
functioneaza pe coordonatele generate de conceptul operativ integrat pentru gestionarea unor

crize interne cu potential impact la adresa securitatii nationale.
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Totodata, conceptul de Sistem de management al crizelor trebuie sd fie perfect
compatibil cu sistemul de management al analizei informatiilor, avand in vedere importanta
deosebita a acestui palier pentru decelarea corespunzatoare a riscurilor generate de situatiile cu
potential distructiv la nivelul securitatii nationale.

Totodatd au fost stabilite etapele necesare pentru functionarea acestor sisteme
manageriale, respectiv: managementul riscurilor, elaborarea si analiza bazata pe scenarii in
scopul evaluarii si prognozei, generarea unor platforme specializate de analiza de intelligence,
planificarea strategica, crearea de procese complexe de simulare si aplicatii operationale.

De asemenea s-a realizat arhitectura sistemului de management al analizei
informatiilor, fiind descris si explicitat si sistemul integrat de management al riscului, inclusiv
modul prin care se realizeazi avertizarea timpurie si alerta. In acelasi context a fost stabilit
rolul serviciilor de informatii in decelarea riscurilor specifice cu impact in planul securitatii
nationale prin utilizarea instrumentelor si metodelor specifice managementului analizei

informatiilor.

6. Contributii personale si propuneri

Cercetarea stiintificd Managementul analizei informatiilor reuseste sa imbine aspectele
teoretice specifice domeniului management cu cele ale analizei informatiilor, oferind
contributii teoretice (eX. noi metode analitice, dezvoltarea sau adaptarea celor existente la
situatia operativa actuala), conceptuale si metodologice (ex. conceptualizarea unui sistem
integrat de management al crizelor bazat pe managementul analizei informatiilor), empirice si
legislative (ex. conceperea unui proiect de act normativ care sa realizeze in practica premisele
infiintdrii unui sistem managerial al gestiondrii crizelor prin managementul analizei
informatiilor).

Contributiile teoretice la teza de doctorat au constat in analiza aprofundata a literaturii
de specialitate din domeniul managementului si al analizei informatiilor, contributia personala
constand in:

- fundamentarea teoretica a domeniului analizei strategice, prin propunerea unui nou
ciclu informational specific acestui tip de analiza, precum si stabilirea principiilor si etapelor
aferente;

- crearea unor noi metode §i tehnici analitice care sa constituie suportul stiintific pentru
managementul analizei strategice (ex. analiza PESTELS, tehnica analitica pentru ierarhizarea

gruparilor criminale);
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- modalitatea de identificare si selectare a indicatorilor de avertizare timpurie, in
contextul unui sistem de avertizare timpurie;

- generarea instrumentarului si metodelor de Iucru aplicabile pe palierul
managementului analizei informatiilor (ex. metode specifice pentru generarea/productia de
idei, metode analitice prospective — analiza ipotezelor concurente, analiza SWOT, analiza
PESTELS, analiza situationala, analiza PORTER, metoda analitica Avocatul Diavolului etc.).

Contributiile conceptuale si de natura metodologica din cadrul tezei constau in:

- identificarea potentialelor riscuri de securitate la nivel global, regional si national,
prin monitorizarea continud a mediului international de securitate, respectiv prin aplicarea
metodelor si tehnicilor analitice mentionate anterior;

- explicitarea conceptelor de combatere a criminalitatii, cu dezvoltarea conceptului de
conducere a activitatii politienesti pe baza de informatii (Intelligence-led policing), care
reprezintd principalul aspect care sprijind procesul de luare a deciziilor la nivel strategic;

- stabilirea unei metodologii de aplicare a teoriei lebedei negre, prin identificarea si
explicitarea etapelor necesare pentru detectarea fenomenelor cu probabilitate redusd de
producere si impact major;

- dezvoltarea conceptului managerial integrat pentru gestionarea situatiilor speciale si
de criza prin intermediul managementului analizei informatiilor, totodata fiind creata
arhitectura sistemului de management al analizei informatiilor, sistemul integrat de
management al riscului, avertizarea timpurie, alerta, analiza si planificarea strategicd, scenariile
si optiunile de raspuns.

Contributia legislativa constd in conceperea unui proiect de act normativ (ex.
Ordonanta de Urgenta a Guvernului) care sa constituie, la nivel juridic, baza legald pentru
functionarea Sistemului national integrat de management al crizelor pe baza principiilor,
instrumentelor si tehnicilor dezvoltate prin managementul analizei informatiilor. Cu aceasta
ocazie au fost stabilite institutiile, structurile si mecanismele intra si interinstitutionale necesare
pentru gestionarea eficientd a unei situatii de criza atat in domeniul ordinii si sigurantei publice,
cat si In ceea ce priveste situatiile de urgenta.

Contributiile empirice din cadrul tezei de doctorat s-au axat pe aplicarea metodei
analitice lebada neagrd la nivelul statelor de interes din vecindtatea Romaniei, in scopul
identificarii riscurilor emergente cu potential impact negativ la adresa securitdtii tarii noastre.
In acest context, au fost solicitate puncte de vedere si contributii de la experti din aceste state,
datele si informatiile obtinute fiind prelucrate si, subsecvent, analizate pentru a releva riscurile

cu probabilitate foarte mica de aparitie, Insd care au un impact deosebit la nivel securitar.
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In acelasi context, pentru caracterizarea mediului de securitate la nivel international au
fost colectate date si informatii din surse deschise, dupa prelucrarea acestora fiind realizata o
matrice multianuala care caracterizeaza tipologia riscurilor la nivel mondial.

Aceste aspecte au fost utile pentru a realiza modelul sistemului national de management
al crizelor bazat pe managementul analizei informatiilor. In fapt s-a demonstrat ca
managementul analizei informatiilor contribuie, in mod decisiv, la fundamentarea deciziei la
nivel strategic in orice fel de sistem (ex. sistemul de management al crizelor, sistemul
educational, sistemul de sanatate).

Cercetarea stiintifica realizatd in cadrul tezei de doctorat a relevat confirmarea
urmatoarelor ipoteze de lucru:

1. Sistemul de management integrat al crizelor depinde, in mod direct, de volumul si
calitatea informatiilor analizate;

2. Metodele analitice clasice nu mai sunt utile in situatii atipice caracterizate prin
probabilitate mica de producere si impact major;

3. Analiza strategica si metodele specifice acestui tip de analiza raspund cel mai bine
provocarilor actuale de securitate, fiind capabile sa acopere nevoile de cunoastere ale
beneficiarilor de nivel inalt;

4. Caracterizarea mediului actual de securitate pe fondul mediului international de
securitate marcat de instabilitate accentuata si de multiplicarea riscurilor asimetrice;

5. Stabilirea unei metode analitice tip ,,lebada neagra” (,,black swan”) care sa permita
identificarea fenomenelor cu probabilitate foarte mica de producere si impact major la nivel
societal.

6. Necesitatea stabilirii la nivel national a unui Sistem de management integrat al

crizelor bazat pe managementul analizei informatiilor.

Propuneri si perspective viitoare ale cercetarii

Prezenta lucrare ofera analistilor si expertilor posibilitatea de a dezvolta managementul
analizei informatiilor pentru a putea fi utilizat si in alte domenii de activitate. Metodele analitice
prezentate in cadrul lucrarii pot fi perfectionate si adaptate pentru a defini eficient mediului de
securitate actual, caracterizat printr-un grad crescut de impredictibilitate si prin multiplicarea
riscurilor si amenintarilor de naturda asimetrica (ex. amenintarile hibride, terorismul,
proliferarea armelor de distrugere in masa).

Managementul analizei informatiilor a fost creat nu numai pentru a fi utilizat in cadrul

structurilor Sistemului National de Securitate, ci si de catre companii sau alte organizatii pentru
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ca deciziile de nivel strategic s se ia pe baze stiintifice solide, analizandu-se datele si
informatiile disponibile la un moment dat.

In acest sens, economistii pot folosi aceste cercetiri pentru a dezvolta, adapta si
moderniza metodele analitice specifice managementului analizei informatiilor pentru a fi utile
in procesul de luare a deciziilor, inclusiv in analizele de risc realizate in mod curent in cadrul
companiilor.

Totodata, managementul analizei informatiilor poate fi cuprins in curricula universitara
sub forma unui curs sau chiar a unui program masteral, elementele acestei ramuri a
managementului fiind utila tinerilor economisti pentru a-si fundamenta ideile sau programele
pe care le vor dezvolta la nivelul organizatiilor unde vor fi angajati.

in concluzie, managementul analizei informatiilor reprezinta un nou domeniu care
poate fi dezvoltat in continuare in beneficiul organizatiilor de stat si private si, implicit, al

societdtii romanesti in ansamblu.
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« Perioada
« Numele angajatorului

* Tipul activitatii sau
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* Perioada

* Numele angajatorului

* Tipul activitatii sau
sectorului de activitate

* Functia sau postul ocupat
¢ Principalele activitati si
responsabilitati

* Perioada

* Numele angajatorului

* Tipul activitatii sau
sectorului de activitate

* Functia sau postul ocupat

Ministerul Afacerilor Interne, Directia Generala Management Operational
Administratie

Ofiter specialist principal I

15.04.2012 - 22.11.2016

Ministerul Afacerilor Interne — Departamentul de Informatii si Protectie
Interna (D.1.P.1.) — Diviziunea Analiza Informatiilor (D.A.1.) — Sectorul
Managementul Informatiilor

Administratie

Sef Sector Analiza
Grad profesional: Comisar-sef de politie (01.02.2014 — prezent)

15.10.2009 - 15.04.2012

Ministerul Administratiei si Internelor — Directia Generala de Informatii si
Protectie Interna (D.G.I.P.l.) — Diviziunea Managementul Informatiilor si
Dezvoltare Institutionala (D.M.1.D.1.) — Sectorul Managementul
Informatiilor

Administratie

Sef Birou Analiza
Grad profesional: Comisar de politie (01.12.2011 — 01.02.2014)

15.11.2004 - 15.10.2009

Ministerul Internelor si Reformei Administrative — Directia Generala de
Informatii si Protectie Interna (D.G.I.P.1.) — Diviziunea Investigatii
Economice Strategice (D.I.E.S.), Diviziunea Informatii Strategice (D.L.S.),
Diviziunea Controlul Produselor Strategice si Neproliferare (D.C.P.S.N.)
Administratie

Ofiter operativ

Grade profesionale: Inspector de politie (15.11.2004 — 01.12.2006),
Inspector principal de politie (01.12.2006 — 01.02.2009), Subcomisar de
politie (01.02.2009 — 30.11.2011)

01.04.1998 —14.11.2004
Agentia Nationala de Control al Exporturilor - ANCEX
Administratie

Expert, Consilier, Sef birou, Sef serviciu, Director

- Coordonarea activitatilor referitoare la exportul/importul de
substante si echipamente chimice cu dubla utilizare;

- Coordonarea activitatilor de implementare in Romania a
prevederilor Conventiei privind interzicerea armelor chimice;

- Participarea la activitati de control la companiile producatoare sau
care deruleaza operatiuni de comert exterior cu produse si
tehnologii chimice si biologice cu dubla utilizare;

- Coordonarea organizarii conferintelor, seminariilor si atelierelor
de lucru ANCEX.

01.06.1996 — 31.03.1998
S.C. EL-TH S.R.L. Ploiesti
Productie articole pentru industria de telecomunicatii

Tehnician, Inginer
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« Principalele activitati si
responsabilitati

STUuDII

* Perioada
* Denumirea institutiei
Tip studiu
* Locul de desfasurare

* Perioada
* Denumirea institutiei

Tip studiu

* Locul de desfasurare

* Perioada
* Denumirea institutiei
Tip studiu
* Locul de desfasurare
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* Denumirea institutiei

Tip studiu
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* Denumirea institutiei
Tip studiu
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* Perioada
* Denumirea institutiei
Tip studiu
* Locul de desfasurare

* Perioada
* Denumirea institutiel
* Locul de desfasurare

CURSURI DE SPECIALITATE

* Perioada

- conducerea personalului productiv;

- gestionarea stocurilor/efectuarea comenzilor;

- reprezentarea companiei in relatia cu institutii/autoritati;

- reprezentarea firmei in relatiile cu clientii si promovarea si
garantarea bunelor intentii ale acesteia;

- training personal.

octombrie 2015 — prezent
Universitatea Valahia din Targoviste
Doctorat in management

Targoviste

decembrie 2015 — martie 2016

Academia de Politie Alexandru Ioan Cuza — Colegiul National de Afaceri
Interne

Cursul postuniversitar de formare si dezvoltare continud Managementul
Strategic al Securitatii Publice

Bucuresti

octombrie 2007 — februarie 2009
Universitatea din Bucuresti — Facultatea de sociologie
Master ,,Studii de securitate”

Bucuresti

iulie 2006 — august 2006

Ministerul Administratiei si Internelor — Institutul de Studii pentru Ordine
Publica

Curs postuniversitar ,,Prevenirea si combaterea bioterorismului”
Bucuresti

1998 —2002 (fara licentd)

Universitatea Banatului — Facultatea de Drept
Facultate

Timisoara

1992 -1997

Universitatea din Bucuresti— Facultatea de Fizica
Facultate

Bucuresti

1988 -1992
Liceul Teoretic ,,Mihai Viteazul” — Profil Informatica
Ploiesti

octombrie - noiembrie 2016
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* Locul de desfasurare

* Perioada

Cursul analiza operationala — nivel avansat, organizat de compania Focus
Training (UK) Ltd. — Marea Britanie

Brasov, judetul Brasov

mai - iunie 2016

Cursul pregatire avansata in domeniul OSINT, organizat de Academia
Nationala de Informatii Mihai Viteazul in cooperare cu Centrul de Surse
Deschise al SRI

Bucuresti

decembrie 2015 - martie 2016

Cursul postuniversitar de formare si dezvoltare continud Managementul
Strategic al Securitatii Publice

Bucuresti

noiembrie 2014

Train-the Trainer Operational Intelligence Analysis Training, organizat de
EUROPOL

Haga, Olanda

februarie 2014

Etica si integritate profesionald, organizat de Ministerul Justitiei in
cooperare cu Institutul European Roméan

Bucuresti, Roméania

martie 2013

Formator, organizat de Ministerul Afacerilor Interne — Institutul de Studii
pentru Ordine Publica

Bucuresti, Romania

iulie 2012
Palantir training course, organizat de NEK - US
Brasov, judetul Brasov

mai 2012

Curs de cooperare politieneasca nationala si internationala pentru lupta
impotriva drogurilor,organizat de MAI — Centrul Multifunctional de
Pregatire Schengen

Buzau, judetul Buzau

aprilie 2012
Anacapa Science Criminal Analysis Course , organizat de compania Focus
Training (UK) Ltd. — Marea Britanie

Brasov, judetul Brasov

aprilie 2008
Cursul analiza computerizata a informatiilor 12
Magurele, judetul Ilfov

iunie 2007
Curs de initiere a ofiterilor de analiza primara
Academia de Politie ,,Alexandru Ioan Cuza” - Bucuresti

mai - iunie 2007
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* Perioada
* Denumirea cursului

Cursul international privind evidenta si controlul produselor nucleare —
organizat de Agentia Internationala pentru Energie Atomica — Viena si
Laboratorul National Los Alamos - SUA

Columbia, Missouri, SUA

noiembrie 2006

Cursul in domeniul combaterii terorismului organizat de DGIPI in
cooperare cu Departamentul de Informatii al Ministerului de Interne din
Spania

Bucuresti

ianuarie 2003

Cursul de Instructori pentru ,,Programul Intern de Control”, organizat de
Departamentul de Stat al SUA

Bucuresti

octombrie 2000 / ianuarie 2001

Curs de engleza — nivel avansat, certificat de Centrul de Cercetare Studii
Postuniversitare si Servicii in domeniul limbilor straine — Universitatea
Bucuresti

Bucuresti

noiembrie / decembrie 1999
Curs de initiere in domeniul contabilitatii, organizat de PERCOMEX
Bucuresti

octombrie / noiembrie 1999
Curs de utilizare a calculatoarelor Macintosh
Bucuresti

octombrie / noiembrie 1999

Cursul de avansati al personalului autoritdtilor nationale implicat in
aplicarea Conventiei privind Interzicerea Armelor Chimice, organizat de
Secretariatul Tehnic al Organizatiei pentru Interzicerea Armelor Chimice

Snagov, Romania

aprilie 1999
Curs privind protectia impotriva armelor chimice
Spiez, Elvetia

decembrie 1998

Cursul de incepatori al personalului autoritatilor nationale implicat in
aplicarea Conventiei privind Interzicerea Armelor Chimice, organizat de
Secretariatul Tehnic al Organizatiei pentru Interzicerea Armelor Chimice

Ypenburg, Olanda

octombrie 1997

Cunostinte necesare atestarii calitatii de elaborator de studii de impact si
de bilant de mediu, organizat de I.C.I.M. Bucuresti si C.E.C.P.T. Bucuresti
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INTERNATIONALE
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* Perioada
* Denumirea

Bucuresti, Romania

octombrie 2016

Conferinta internationala Intelligence in the Knowledge Society - XXI|,
organizatd de Academia Nationala de Informatii Mihai Viteazul

Bucuresti, Romania

septembrie 2015

Exercitiul inter-institutional combinat, de comandament si trupe in teren —
HISTRIA 15

Bucuresti, Romania

octombrie 2015

Conferinta internationald Intelligence in the Knowledge Society — XXI,
organizatd de Academia Nationalad de Informatii Mihai Viteazul

Bucuresti, Romania

octombrie 2014

Conferinta internationald Intelligence in the Knowledge Society — XX,
organizatd de Academia Nationalad de Informatii Mihai Viteazul

Bucuresti, Romania

octombrie 2014
Exercitiul NATO — ABLE STAFF 2014
Bucuresti, Roméania

iunie 2014
Research Implementation Symposium Workshop
Solna, Suedia

octombrie 2013

Conferinta internationald Intelligence in the Knowledge Society — XIX,
organizatd de Academia Nationala de Informatii Mihai Viteazul

Bucuresti, Romania

septembrie - octombrie 2013
Exercitiul NATO — ABLE STAFF 2013
Bucuresti, Romania

iulie - august 2013
Seminar de combatere a proliferarii armelor de distrugere in masa /

terorism 13-8, organizatd de The College of International and Security
Studies
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* Denumirea
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Garmish-Partenkirchen, Germania

iunie 2010
Crime Intelligence Risk Assessment & Intelligence Led Policing
Legionowo, Polonia

octombrie 2008

Curs prevenire utilizare arme de distrugere In masa (sustinut de autoritatile
S.UA)

Constanta, Romania

octombrie 2008

Seminar de gripa aviara (GA)/pandemica (GP) si boli infectioase n
dezvoltare (sustinut de autoritatile S.U.A.)

Bucuresti, Romania

august 2008

Reuniunea expertilor din cadrul statelor parti la Conventia privind
interzicerea armelor biologice

Geneva, Elvetia

decembrie 2007

Reuniunea statelor parti la Conventia privind interzicerea armelor
biologice

Geneva, Elvetia

noiembrie 2007
Conferinta Statelor Parti la Conventia privind interzicerea armelor chimice
Haga, Olanda

octombrie 2007

Grupul de lucru al expertilor in domeniul prevenirii amenintarilor
biologice

Consiliul Uniunii Europene, Bruxelles - Belgia

septembrie 2007

Exercitiul regional pentru contra-proliferarea armelor de distrugere in

masa ,,Marea Neagra”, organizat de Biroul Federal de Investigatii - SUA

in cooperare cu MIRA
Academia de Politie ,,Al. I. Cuza” - Bucuresti

martie 2007

A VIll-a Conferinta privind controlul exporturilor, organizata de
Departamentul de Stat al SUA in cooperare cu Agentia Nationala privind
Controlul Exporturilor - ANCEX

Bucuresti, Roméania

37



* Perioada
* Denumirea

* Locul de desfasurare

* Perioada
* Denumirea

* Locul de desfagurare

* Perioada
* Denumirea
* Locul de desfasurare

* Perioada
* Denumirea

* Locul de desfasurare

* Perioada
* Denumirea

* Locul de desfasurare

* Perioada
* Denumirea
* Locul de desfasurare

* Perioada
* Denumirea

* Locul de desfasurare

* Perioada
* Denumirea

* Locul de desfagurare

* Perioada
* Denumirea

* Locul de desfagurare
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iulie 2006

Seminarul international ,, Transferul international de substante chimice
toxice si periculoase”, organizat in cooperare cu Comisia Europeana —
Oficiul TAIEX

Bucuresti, Romania

mai 2006

Exercitiul international ,,Anatolian Sun 06”, organizat sub egida
Proliferation Security Initiative

Antalya, Turcia

iunie 2005
Grupul de lucru pentru implementarea Aranjamentului de la Wassenaar
Austria, Viena

noiembrie 2004

Seminar privind aplicarea prevederilor Conventiei privind interzicerea
armelor chimice

Tashkent, Uzbekistan

octombrie 2004

Programul de Asistenta pentru implementarea Conventiei privind
interzicerea Armelor Chimice

Haga, Olanda

septembrie 2004
Conferinta Nationald in domeniul controlului exporturilor
Bucuresti, Romania

iulie 2004

Seminarul national ,,Evolutii recente in sistemul romanesc de control al
exporturilor”

Bucuresti, Romania

mai 2004

A-lll-a Reuniune a statelor parti la Conventia privind interzicerea armelor
chimice din Europa de Est

Bucuresti, Roméania

martie 2004

Seminarul national ,,Cooperarea inter-agentii in domeniul controlului
exporturilor”

Bucuresti, Roméania

noiembrie 2003
Seminarul national ,,Noul regim de control al exporturilor”
Bucuresti, Roméania
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* Denumirea cursului

* Locul de desfasurare

* Perioada
* Denumirea

* Locul de desfasurare

* Perioada
* Denumirea

* Locul de desfasurare

* Perioada
* Denumirea

* Locul de desfasurare

* Perioada
* Denumirea
* Locul de desfasurare

* Perioada
e Denumirea

* Locul de desfasurare

* Perioada
* Denumirea cursului

* Locul de desfasurare

ARTICOLE SI CARTI
DE SPECIALITATE

* Denumirea articolului

* Publicatia

* Denumirea articolului

2001

Seminarul national — ,,Aplicarea In Romania a Conventiei privind
interzicerea armelor chimice”

Pitesti, judetul Arges, Roméania

octombrie 2000

Seminarul anual privind asistenta in sistemul Conventiei privind
interzicerea armelor chimice

Moscova, Federatia Rusa

septembrie 2000

Seminarul tehnic privind dezvoltarea mijloacelor electronice pentru
Autoritatile Nationale privind declaratiile anuale industriale

Haga, Olanda

noiembrie 1999

Seminarul de promovare si coordonare a asistentei in conformitate cu
Conventia privind interzicerea armelor chimice

Modra-Harmonia, Republica Slovaca

noiembrie 1998
Seminarul national privind inspectiile internationale O.1.A.C.
Bucuresti, Romania

septembrie 1998

Seminarul regional de promovare si coordonare a asistentei si cooperarii in
conformitate cu prevederile Conventiei privind interzicerea armelor
chimice

Sofia, Bulgaria

1998

Seminarul regional pentru controlul exporturilor si neproliferarii armelor
de distrugere in masa

Bucuresti

,»Rolul analizei operationale in destructurarea retelelor de crima
organizata”

Buletinul de Informare si Documentare al MAI, nr. 5/2016, ISSN 2065-
9318

,»Rolul Comunitatii Nationale de Informatii In prezervarea securitatii
nationale”
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* Denumirea articolului

* Publicatia

* Denumirea articolului
* Publicatia

Buletinul de Informare si Documentare al MAI, nr. 4/2016, ISSN 2065-
9318

,»Lipologia analizei informatiilor”
Buletinul de Informare si Documentare al MAI nr. 3/2016, ISSN 2065-
9318

»Rolul analizei din surse deschise in evaluarile de nivel strategic”

Buletinul de Informare si Documentare al MAI, nr. 2/2016, ISSN 2065-
9318

»Analiza retelelor sociale in gestionarea crizelor de ordine publica”

Buletinul de Informare si Documentare al MAI, nr. 1/2016, ISSN 2065-
9318

,»An analysis on illegal migration — trends, perspectives and appropriate
response”

Proceedings of the XXIth International Conference Intelligence in the
Knowledge Society, 2016 ISSN 2392-7542, Editura Academiei Nationale
de Informatii Mihai Viteazul

»SOCTA — instrument managerial eficient de combatere a criminalitatii
organizate transfrontaliere”

Revista INFOSFERA nr. 1/2016, ISSN 2065-3395, Editata de Ministerul
Apararii Nationale — Directia Generala de Informatii a Apararii

»Rolul determinant al analizei strategice in domeniul securitatii nationale”

Revista INFOSFERA nr. 4/2015, ISSN 2065-3395, Editata de Ministerul
Apararii Nationale — Directia Generald de Informatii a Apararii

»Strategic Intelligence and Organized Crime”

Proceedings of the XXth International Conference Intelligence in the
Knowledge Society, 2015 ISSN 2392-7542, Editura Academiei Nationale
de Informatii Mihai Viteazul

»Analiza informatiilor - manual” - coautor, carte premiata cu Trofeul
Editurii MAI pentru cea mai buna publicatie din anul 2014

Editura Ministerului Afacerilor Interne, 2014, ISBN 978-973-745-130-9

»Methods for Improve Collection and Analysis in Order to Contribute to
Non-proliferation of Weapons of Mass Destruction”

Proceedings of the XIXth International Conference Intelligence in the
Knowledge Society, 2014 ISSN 2392-7542, Editura Academiei Nationale
de Informatii Mihai Viteazul

»SLEIPNIR — tehnica analitica pentru ierarhizarea gruparilor criminale”

Buletinul de Informare si Documentare al MAI nr. 1/2014, ISSN 2065-
9318
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APTITUDINI SI
COMPETENTE
PERSONALE

Dobdndite in cursul vietii §i carierei,
dar care nu sunt recunoscute
neaparat

printr-un certificat sau o diplomd.

LIMBA MATERNA

,Implementarea in Romania a prevederilor Conventiei privind interzicerea
armelor chimice”

Buletinul de Informare si Documentare al MAI, nr. 6/2013, ISSN 2065-
9318

»Regimul national de control al exporturilor de produse strategice”

Buletinul de Informare si Documentare al MAI, nr. 4/2013, ISSN 2065-
9318

,Elemente de management al prevenirii §i combaterii utilizarii armelor de
distrugere in masa” (volumul I)

Editura Grafoanaytis, Ploiesti, 2009, ISBN 978-973-88966-7-3

,,Contributia Rezolutiei Consiliului de Securitate nr. 1540/2004 la
neproliferarea armelor de distrugere in masa”

Publicatia ,,LEX” a Ministerului Apararii Nationale, nr. 1/2006, ISSN
1841-2807

»Reglementari in domeniul neproliferarii armelor de distrugere in masa”

Revista Romana de Drept Umanitar nr. 5/2000 si nr. 1/2001, ISSN 1221-
8774

»Prevederile Conventiei privind interzicerea armelor chimice”
Buletinul Neproliferarii, nr. 1/1999, ISSN 1454-6817

»Stadiul implementarii Conventiei privind interzicerea armelor chimice”
Buletinul Conventiei, nr. 4/1999, ISSN 1224-3353

»Acordul de instalatie”
Buletinul Conventiei, nr. 3/1998, ISSN 1224-3353

ROMANA
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LIMBI STRAINE CUNOSCUTE

ENGLEZA

« Abilitatea de a citi EXCELENT
« Abilitatea de a scrie FOARTE BINE
* Abilitatea de a vorbi FOARTE BINE

FRANCEZA
« Abilitatea de a citi BINE
« Abilitatea de a scrie BINE
* Abilitatea de a vorbi BINE

PERMIS DE CONDUCERE CATEGORIA B din 1993 — fara accidente

10. Lista publicatiilor rezultate in urma cercetarii stiintifice din

programul de studii doctorale, publicate sau acceptate spre publicare

1. Lucian IVAN, ,,Strategic Intelligence and Organized Crime”, Proceedings of the
XX™ International Conference ,,Intelligence in the Knowledge Society”, Editura Academiei
Nationale de Informatii ,,Mihai Viteazul”, Bucuresti, 2015, ISSN 2392-7542;

2. Lucian IVAN, ,,An Analysis on Illegal Migration — Trends, Perspectives and
Appropriate Response”, Proceedings of the XXI* International Conference ,,Intelligence in the
Knowledge Society”, Editura Academiei Nationale de Informatii ,,Mihai Viteazul”, Bucuresti,
2016, ISSN 2392-7542;

3. Lucian IVAN, ,,Rolul determinant al analizei strategice in domeniul securitatii
nationale”, Revista INFOSFERA nr. 4/2015, editatd de Ministerul Apararii Nationale —
Directia Generala de Informatii a Apararii, ISSN 2065-3395;

4. Lucian IVAN, ,Importanta analizei retelelor sociale in gestionarea crizelor de
ordine publica”, publicat in Buletinul de Informare s1 Documentare nr. 1/2016 al Ministerului
Afacerilor Interne, ISSN 2065-9318;

5. Lucian IVAN, ,,Rolul analizei din surse deschise in evaluarile de nivel strategic”,
publicat in Buletinul de Informare si Documentare nr. 2/2016 al Ministerului Afacerilor
Interne, ISSN 2065-9318;

6. Lucian IVAN, ,,Tipologia analizei informatiilor”, publicat in Buletinul de Informare
si Documentare nr. 3/2016 al Ministerului Afacerilor Interne, ISSN 2065-9318;

7. Lucian IVAN, ,,Rolul Comunitatii Nationale de Informatii in prezervarea securitatii
nationale”, publicat in Buletinul de Informare si Documentare al MAI nr. 4/2016, ISSN 2065-
9318;
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8. Lucian IVAN, ,,Rolul analizei operationale in destructurarea retelelor de crima
organizata”, publicat in Buletinul de Informare si Documentare al MAIL nr. 5/2016, ISSN
2065-9318;
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11.2 The timeliness, interest and context of the research theme

The timeliness of the research work consists, mainly, of the necessity of an integrated
approach concerning two borderline sciences, respectively management and
information/intelligence analysis, to the purpose of a complete understanding of both the
internal and the external environment in which an organisation is undertaking its activities, as
well as a complete understanding of the risks, threats and vulnerabilities which can affect that
particular entity.

From this perspective, | have considered necessary the conceptualisation of a new
branch of management, respectively the information analysis management, which should
combine, in a harmonious and innovative way, the principles of management and those specific
to information analysis, in order to deliver to stakeholders a practical and pragmatic tool
through which decisions taken at managerial level should be scientifically substantiated,
through methods developed in the area of information analysis.

The scientific approach is topical, taking into consideration the international and
national context, characterized by increased dynamism and unpredictability, crisis
management being directly linked with information analysis management from methodological
and scientific point of view. Nowadays, the adage “who has information has power” can be
rewritten into “who possesses the <<weapons>> of information analysis management, has
absolute power”. One can say that, currently, information analysis management and,
subsequently, knowledge management, have gained new valences that are not fully exploited
from different objective or subjective reasons.

This scientific work aims to develop a new concept in the field of management,
respectively in the field of information analysis management, which will be further
methodologically developed in the next period of time through the adding of new concepts to
this scientific approach, which should be applicable and applied in other fields than those
related to national security. A possible development of this concept can be the implementing
of this typology of management also at companies’ level, which, currently, in the context of
information technology and internet development, cannot take decisions anymore without a
comprehensive analysis of the internal and external environment in which they undertake

their activities.
11.3 Thesis objectives and hypothesis

The main objective of strategic level of the present scientific research consists in the

substantiation of a viable model for the information analysis management, which should
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support, in a real way, the integrated crisis management system, based on the exploitation with
celerity of existing (at a given moment) data and information.

Subsequent to this main objective, the following operational objectives were
conceptualised, which, once reached, will lead to the streamlining of the activity in the field of
information analysis and to the creation of the favourable premises for the establishment of the
systemic correlations specific to information analysis management studied during the present
PhD study:

a. Conceptualising of the modus of creating and drafting of strategic level analyses as
a support to the management of objectives and functions of strategic intelligence;

b. Identification and explanation of main methods of generating/producing ideas which
were used within this thesis for the substantiating of some analytical methods meant to support
the risk reducing process;

c. The description, modernizing and usage of prospective analytical methods which
allow the correct defining of early warning indicators and the identification of specific risks;

d. ldentification and characterization of main global risks, to the purpose of projecting
the information analysis management system as a support tool for the integrated crisis
management system;

e. The characterization of the main systems of crime combating, with emphasis on the
advantages of the intelligence-led policing system;

f. The perfecting and correct application of the analytical method for “black swan”-
type events;

g. The conceptualising of the integrated crisis management system based on
information analysis method.

In order to meet the main and operational objectives it is necessary to draw up some
concrete research hypotheses, to the purpose of defining and correctly delimiting the object
of study.

In this context, in order to answer to the objectives of the PhD, the following working
hypothesis were developed:

1. The integrated crisis management system depends, directly, on the volume and
quality of analysed information. In order to efficiently manage a crisis, irrespectively of its
nature, real-time access to information of operational value is vital, thus leading to the necessity
of the existence of an efficient integrated crisis management system;

2. Classical analytical methods are no longer effective in atypical situations

characterized by a small probability of occurrence and major impact. In the current
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international context, marked by instability and the multiplication of asymmetric risks, it is
necessary either for new analytical methods to be established, or for new solutions to be
identified meant to modernize the existing analytical methods in order to respond, in a timely
manner, to beneficiaries’ informational needs.

3. Strategic analysis and its specific methods respond best to the current security
challenges, being capable of covering the informational needs of top level beneficiaries.
Strategic analysis is capable of delivering more than information, respectively knowledge to
the institutional beneficiaries, the latter being thus capable of making the best action-oriented
decisions. Knowledge management can be implemented only in the larger context of
information analysis management, as it is subsumed technically and methodologically to it.

4. The characterisation of the current security environment in the international context
marked by increased instability and the multiplication of asymmetric risks. In this context, one
must establish, in a unitary manner, the risks which can influence the security developments,
with a focus on hybrid threats and extensive usage, by the enemy, of fake news which have the
role to destabilise and induce, at society level, the feeling of instability.

5. The establishment of a “black swan”-type analytical method to allow the
identification of low probability phenomena and major impact at societal level. Considering
the international developments characterised by a high degree of “fluidity” and increased
diffusion of asymmetric risks it is necessary to improve the “black swan” analytical method
initiated by Nasin Taleb and to adapt this technique to current analytical needs.

6. The need to establish an integrated crisis management system at national level based
on informational analysis management. Currently, at national level there is no integrated
internal crisis management system, thus making it necessary for such inter-institutional
mechanism to be created in order to facilitate efficient crisis management. For the
establishment of this mechanism at national level basic principles, responsible institutions as
well as standard operating procedures (SOP) including those incumbent to information analysis
management need to be established.

During the research related to the present PhD, attempts were made to obtain the
information and knowledge for the validation, partial validation or invalidation of these
working hypotheses. The result of this scientific work will offer perspectives for the
development of the information analysis model concept, as a science meant to support the
decisional process at state stakeholders’ level. This new management branch will allow, based
on the application of the strategic level analytical methods, to rapidly identify risks and

implement adequate measures in order to curtail the negative effects with impact on society.
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For the total or partial validation, respectively the invalidation of the aforementioned
hypotheses, | have elaborated the following set of questions related to the scientific work, to
the purpose of delivering an answer within the PhD:

1. What is the link between information analysis management and strategic analysis
and how may the analytical methods specific to this type of analysis be used for the
identification and detection of risks?

2. How are the national integrated crisis management system and the information
analysis management system correlated?

3. What is the link between the international geopolitical context characterized by the
multiplication of asymmetric risks (e.g..: terrorism, proliferation of mass destruction weapons,
hybrid war) and the security situation at national level?

4. What are the methods of expression characteristic to hybrid threats (e.g.: use of fake
news for influencing public opinion) and what are the analytical methods that are most
adequate to cope with this type of aggression?

5. What set of early warning indicators should be developed in order to efficiently
manage a crisis, by using specific information analysis means and methods?

6. What is the best method to create an integrated crisis management system by using
information analysis management?

Based on answers retrieved for these questions, conclusions and eventual proposals will
be formulated regarding the viability of the information analysis management system and for
the optimization of informational flow in order to permit to top level managers to make the

best decisions.

11.4 The methodological approach of the research work

Within this PhD, the research aims at a clearly delimitated objective, based on a certain
evolution and status of knowledge in the respective field of expertise, as well as on the
realization/materialization of some aspects of practical nature. The research regarding this PhD
has the main goal of identifying the most suitable analytical methods meant to be at the basis
of the information analysis management system.

The applied methodology consists of a cumulus of methods, techniques, tools and
procedures used on the basis of pre-existent rules and principles. The method represents the
finality of approach of the objective subject to the research, whereas the technique is the

concrete form/model through which one applies the method chosen for study. The tool
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represents the practical mean through which data and information necessary for the finalising
of the scientific research is collected.

According to Grawitz?, the method represents the actual process that needs to be taken
into consideration for the concrete and coherent organising of the research. Grawitz considers
that the method aims to answer the question “how?” by using the researcher’s reasoning to
demonstrate the truth, whereas the research technique represents a necessary mean for reaching
a facts-based or practical step-based goal. The research technique implies the use of some tools,
rigorous standard operating procedures (SOP), adaptable to the problem subject of the research.

To the purpose of data and information necessary for the undertaking of the scientific
approach within this PhD thesis, the following methods and techniques on theoretical
documentation research and empirical research were applied:

1. Theoretical documentation research — is specific to any scientific research and has
the main role of acquiring new knowledge in a given field of expertize, with the purpose of
undertaking the research process at an empirical level.

Within the research, the following scientific research methods were used: comparative
analysis of similar systems, neutral observation, classification and organizing of scientific
information and the interpretation of data.

In order to obtain the theoretical support necessary for the scientific approach, databases
containing different scientific works from virtual libraries, specific literature, research and
scientific articles in the field of information analysis and management were consulted,
including research reports in that field of expertize compiled by national and international
prestigious institutions.

2. Empirical research through the following methods:

- Deductive method — was utilized in order to correctly systemize the data and
information of scientific nature, to the purpose of coherently defining the analytical methods
specific to strategic level information analysis. Deduction represents the modality of research
oriented from general towards particular, respectively the operation of understanding some
manifestations or phenomena, starting from their essence. In this context, starting from some
generally valid principles, axioms, working hypothesis, through logical arguments and
theoretical interpretation of reality, one can reach other principles and laws. Within the present

research (PhD), the cognitive process was engaged using some “classical” analytical methods,

3 Grawitz, M., ,,Lexique des sciences sociales”, Dalloz Publishing house, 1994, page 156.

48



these being transformed and optimized through the introduction of specific indicators, being
personalized in order to respond to the specific needs of information analysis management.

- Inductive method — is the most used in the analytical process, as it is used starting from
particular towards general, respectively from empiric observations to theoretical generalization
in the shape of generally valid principles and laws. Within the present scientific work this
method was used in order to characterize the external security environment by extrapolating
some events that occurred at global level, which allowed the evaluation of the situation at
international level. Also, this method was used in the application of the “black swan” analytical
method and permitted the identification of some events with a low probability of occurrence,
but with devastating effects in Western Balkans states and in the vicinity of Romania.

- Case study — represents an investigation method that inquires into an actual event and
it is used when the analysed field and its context are not well delimited, respectively when there
is interdisciplinarity in research. Within the scientific research the comparative case study
analytical method was used, which was described in detail in the research and was applied in
order to develop a method of raking organized crime groups, in which specific indicators of
this criminological type with impact on security were established.

- Analogy — consists in the identification of common landmarks in more situations with
high degree of similarity. Within the scientific research, the analogy was used to characterise
the strategic informational cycle through both similarity, as well as by using antithesis with the
“classic” informational cycle, which does not correspond anymore with the current security
environment, characterized by an elevated degree of “fluidity”” and increased unpredictability.

- Delphi method — was described in detail within the present PhD and was used in order
to collect information necessary for the application of the “black swan” theory in states situated
in the Western Balkans area and in the vicinity of Romania. These data were collected from
experts from these states who were present to a special conference which took place in April
2018 in Bucharest. Based on these primary data collected, “black swan” type events were
identified, which permitted the characterization of the security system in the area that can have
a negative impact on our country.

- Statistical analysis is a quantitative numeric data processing method applied on the
used event. The statistical analytical methods were described within the PhD and they were
used in order to rank the main risks identified in a certain period of time (in annex no. 1 and
annex no. 2).

- Graphic and tabular representation — was extensively used throughout the scientific

research, to the purpose of a visual and intuitive presentation of some systemic processes,
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procedures, logical and analogical links and correlations subsumed to the research process. The
graphic representations allowed for a better visualisation of the causality relationships,
evolutional trends, existent anomalies among some data, making it much easier to interpret them
than within a text. Also, these representations allowed a better understanding of some complex
systems, such as crisis management system and information analysis management system.

- Juridical analysis — represents the way of translating the principles and systems into
text with juridical value. Within the present research a legal document model was drafted
(Emergency Executive Order) to the purpose of materializing the model created within the PhD.

- Data and information analysis — has the main goals of understanding complex
phenomena and selecting the elements necessary for an overall knowledge about these
phenomena. Within the fundamental scientific research undertaken, this method was extensively
used in order to produce more simplified representations of some complex information.

Conclusions:

Within the scientific research, more methods which lead to the finalization of the PhD
thesis were used, with scientific severity and with respect to the academic norms in force.

Also, while applying the research methodology, apart from critical analysis, it is
necessary that eventual propositions/suggestions be drafted, for the optimization and
streamlining of the respective activity.

From a methodological point of view, the two forms of research, respectively
theoretical and empirical, were combined within the PhD thesis, based on inductive and

deductive reasoning.
11.5 PhD structure

The PhD is structured in 9 distinct chapters, to which an introductive chapter and one
dedicated for conclusions were added.

The scientific research was concentrated both on fundamenting theoretical aspects
specific to information analysis management, establishing the necessary landmarks for this new
branch of management, as well as on the practical side, as this field is used for identifying new
risks by perfecting strategic level analyisis methods, as well as for establishing a practical way
of using it withing internal crisis management, including by projecting a legislative mechanism.

In introductive chapter the main landmarks of the field of information analysis
management were established, making the connexion between management, as distinct science

and information analyisis as managerial support element. Also, in the introduction the main
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reasons that were at the basis of the choice of these research theme were presented, as well as
the results expected from this PhD.

Chapter one presents in detail strategic analysis which represents the fundamental
element of strategic analysis management and allows the identification of threats and the
establishment of risk levels to national security, with the purpose of permitting law
enforcement agencies to elaborate adequate and coherent policies, programs and plans in order
to efficiently combat risks to national security.

In this chapter the intelligence model specific to strategic analyisis is presented. This
model replaces the standard intelligence model, taking into consideration the fact that the latter
does not corespond anymore to the needs imposed by strategic analysis. Also, this section
presents, in a detailed manner, the steps which need to be undertaken for the elaboration of an
analyisis of strategic level, respectively: selection of the objective of the strategic analysis,
selection of personnel, the correct defining of the problem which is going to be analyzed, the
development of the strategic plan of information collection, generating working hypotheses,
data and information processing (recording, collating and evaluation), integration, analysis and
interpretation of data and information, reporting the results of the analyisis, review of the
analytical process, principles applicable to the strategic analysis process.

Chapter two presents analytical methods which help generating or producing ideas used
within the analytical process. The generation of ideas has an important role in what concerns
the necessity of bringing added value to intelligence products by highlighting some causal links
between events and phenomena, or by establishing actional patterns in the behavior or the
activities of some entities, which can allow decision making based on solid scientific
foundations.

This, this chapter describes in detail the main methods which are generating new idea-
generating methods, respectively: brainstorming, brainwriting, structured brainstorming,
Nominal Group Technique, Delphi method, outside-in thinking method, SCAMPER technique,
lateral thinking method, mind-mapping, morfological box, role play, as well as structured
analytical methods (methods of predicting results and methods of prognosis).

Chapter three of the PhD presents the main prospective methods which have as main
goal the identification of multiple working hypotheses, through which one can anticipate the
way of manifestation of a phenomenon. Of the prospective methods, the following were
selected and optimized from an analyitical point of view, respectively: analysis of competing
hypotheses (ACH), SWOT analyisis, PESTELS analysis, situational analysis, PORTER

analysis, devil’s attorney, useful value analysis and comparative case analysis.
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The purpose of this chapter consists of the presentation of the metodological tools
specific to information analysis management, highlighting the preventive-anticipative side,
through the analytical methods presented in detail withing this chapter of the PhD. The
prospective analytical methods were presented in an exhaustive manner and optimized both
through metodological clarifications, as well as through the adding of new modules to the
existent (e.g.: for PESTEL analysis the security factor was added, factor which plays a very
important role in the current international context).

Within chapter four of the PhD a detailed radiography of the global, regional and
national security environment was made, using the prospective analytical methods presented
in the previous chapter. In this chapter the mode of realizing a monitoring of the international
security environment was introduced, process which needs to be realized through the
conjugated effort of all the components of the National Security System, to the purpose of the
comprehensive evaluation of risks and threats to security interests.

In this chapter, the concept PMESII, used at NATO level was explained. This concept
represents an efficient modality which allows the explaining of inter-relational elements or
domains of a complex operational environment, through the analysis of politcal, military,
economical, social, infrastructural and informational factors.

Another important element from this chapter is represented by the prezentation of the
analytical technique of highly specialized organized criminal groups raking. In order to
elaborate a correct hierarchy, this analytical technique takes into consideration some attributes
specific to organized criminal groups (OCG), respectively: corruption, use of violent means,
degree of infiltration, money laundering, degree of collaboration with other OCGs, factor of
isolation of OCG, monopoly held on a certain crime market, purpose and distribution at
geographical level, use of intelligence/counter-intelligence means, degree of diversification of
criminal activities, discipline at group level and group cohesion.

In chapter five, the main concepts of combating crime, developped over time were
presented, in an exhaustive manner, respectively: Standard model policing, Community
policing, Problem oriented policin and Intelligence-led policing.

Following analyisis of the four aforementioned models, from the point of view of the
advantages and disadvantages of their implementation, a conclusion has been reached
according to which there is no general valid model of tackling criminality. In reality, a
combination of the four concepts is used, that should take into account also the opinion of
society, but also the efficiency of the use of modern information analyisis tools. In this context,

it has been considered that it is necessary for law enforcement agencies to follow the
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achievement of goals taking into account also the opinion of the citizens and to choose
approaches and tactics that adapt the best to society level.

In chapter six, the early warning system and the related warning indicators were
conceptualized, taking into consideration the existing mechanism at NATO level, which was
established following the conclusions reached at Lisbon Summit.

Information Analysis Management must establish, in advance, which are the warning
indicators that are used as decisional points for any analyzed problem. The indicators must be
critical and objective enough to highlight any significant change of the ongoing developments
and to impose a comparable change of the final status analysis regarding the emergent situation.

The advantage of the creation of the early warning system consists of the fact that,
having at hand the warning indicators, the analysts are no longer required to base their work
on the mathematic, mechanic and quantitative approaches, being thus able to offer qualitative
and anticipative evaluations of the final status concerning the clearly defined situation.

In chapter seven, the Integrated crisis management system based on Information
analysis system was projected, taking into account the fact that the prevention and management
of crisis situations can be achieved, in an efficient manner, only if there are sufficient
information and in the presence of a relevant analytical potential, which can permit a
comprehensive evaluation of potential risk situations, as well as highlighting systemic and
organizational vulnerabilities.

Chapter eight of the PhD is dedicated to the detection of ,,black swan” type phenomena
characteristic to unexpected or less probable events but with extreme impact. In this chapter a
methodology of applying the ,,black swan” theory was suggested, through the analyisis of the
security situation of Albania, Armenia, Azerbaidjan, Bosnia and Herzegovina, Bulgaria,
Croatia, Macedonia, Georgia, Greece, Romania, Republic of Moldova, Serbia, Slovenia,
Turkey and Ukraine, which allowed the identification of some risks that fit this typology.

In order to achieve the identification of a possible ,,black swan” type event, the global
security environment of the past 10 years was scanned and the result of this analysis was
worrying, taking into consideration the fact that, if in the first ten years the risks were mostly
of economic-financial nature, currently the risks are induced mostly by the tense situation at
international level, which has repercussions including at national level.

Based on the data collected from experts from abovementioned states, an analysis of
the security situation in the proximity of Romania as well as an analysis for each of the named

states were made.
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In this context, security, economical, environmental and technological factors were
analyzed, highlighting also the risks induced by propaganda, disinformation and fake news,
methods used for the discreditation of public institutions and for the influencing of population.

Chapter nine of the PhD presents a model proposed for the integrated crisis
management system, based on information analysis management, built on two pillars,
respectively public security and civilian security.

The proactive approach based on information analysis management, respectively
integrated intelligence analysis and early warning are modern mechanisms which work on
coordinates generated by the integrated operational concept for the management of some
internal crises with potential impact on national security.

Also, the crisis management system concept must be perfectly compatible with the
information analysis management system, taking into consideration the special importance of
this pillar for the adequate mitigation of risks generated by situations with destructive potential
towards national security.

The steps necesarry for the functioning of these managerial systems were also created,
respectively: risk management, elaboration and analysis based on scenarios to the purpose of
evaluation and prognosis, generating of specialized intelligence analysis platforms, strategic
planning, creation of complex simulation processes and operational aplications.

Also, the architecture of the information analysis system was built, with the description
and explaining of the integrated risk management system, including the mode through which
the early warning and alert are made. In the same context, it was established the role of the
intelligence services in the mitigation of specific risks with impact on national security by using
specific tools and methods specific to information analysis management.

11.6 Personal contributions and suggestions

The scientific research Information analysis management manages to combine the
theoretical aspects specific to the field of management with those of information analysis, thus
delivering the following contributions: theoretical (e.g.: new analytical methods, the
development or the adapting of the existent methods to the current operational situation),
conceptual and methodological (e.g.: the conceptualisation of an integrated crisis management
system based on information analysis management), empiric and legislative (e.g.: the drafting
of a project of legal act meant to translate into practice the premises of the establishment of a

managerial crisis management system, through the management of information analyisis).
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The theoretical contributions to the PhD consisted of the in-depth analysis of the
specialty literature in the field of management and information analysis, personal contribution
consisting of:

- theoretical substatiation of the field of strategic analysis, by proposing a new
informational cycle specific to this type of analysis, as well as the establishment of related
principles and steps;

- creation of new analytical methods and techniques which should make up the
scientifical support for the strategic analysis management (e.g.: PESTELS analysis, analytical
technique meant for the ranking of criminal groups);

- the modality of identification and selecting of early warning indicators, in the context
of an early warning system;

- generation of tools and work methods appliable on the information analysis
management pillar (e.g.: specific methods for the generation/production of ideas, prospective
analytical methods — competing hypotheses analyisis, SWOT analysis, PESTELS analysis,
situational analysis, PORTER analysis, devil’s attorney analytical method etc.).

The contributions of conceptual and methodological nature within the PhD consist of:

- identification of potential security risks at global, regional and national level, through
continuous monitoring of the international security environment, respectively through the
applicstion of the analytical methods and techniques aforementioned;

- explaining of concepts of combating criminality, with the development of the
Intelligence-led policing concent, which represents the main aspect which supports the decision
making process at strategic level;

- establishing a methodology for the application of the ,, black swan” theory, by
identifying and explaining the necessary steps undertaken for the detection of low probability
and major impact phenomena;

- development of the integrated managerial concept for the management of special and
crisis situations, through information analysis management. At the same time, the architecture
of the information analysis management system was created, as well as the integrated risk
management system, early warning, alert, analyisis and the strategic planning, scenarios and
response options.

Legislative contribution consists of the conceiving of a project of legal act (e.g.:
Emergency Executive Order), which should make up, at juridical level, the legal basis for the
functioning of the National integrated crisis management system, based on principles,

instruments and techniques developped through information analyisis management. On this
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occasion, institutions structures and intra and inter institutional mechanisms necessary for the
efficient management of a crisis situation both in the field of public order and safety, as well
as in what concerns the emergency situations were established.

Empirical contributions within the PhD concentrated on the aplication of the “black
swan” analytical method at relevant states’ level in the vicinity of Romania, to the purpose of
the identification of emerging risks with potential negative impact on the security of our
country. In this context, points of view and contributions were asked from experts coming from
from those states. The data and information obtained were processed and, subsequently,
analysed in order to highlight the risks with a very small probability of manifestation, but which
have a remarkable impact at security level.

In the same context, in order the compile a characterization of the international security
environment, open source data and information were collected. After their processing a
multiannual matrix was elaborated, which characterized the tiology of risks at global level.

These aspects were useful for the realization of the national crisis management system,
based on information analysis management. In fact, it was demonstrated that information
analysis management contributes, decisevly, to the fundamenting of the decision at strategic
level in any system (e.g.: the crisis management system, educational system, health system).

The scientific research undertaken within the PhD revealed the confirmation of the
following work hypotheses:

1. Integrated crisis management system, depends, directly of the volume and quality of
analyzed information;

2. Clasic analytical methods are no more useful in atypical situations characterized by
a small probability of occurence and major impact;

3. Strategic analysis and specific methods to this type of analysis respond best to the
actual security challeges, bein capable to cover the need to know of top level beneficiaries;

4. The charaterisation of the actual security environment, taking into account the
international security environment marked by increased instability and by the multiplication of
asymmetric risks.

5. The establishment of a ,,black swan” analyitical method, to permit the identification
of low occurence probability pheomena and major impact at society level.

6. The necessity of the establishment, at national level, of an integrated crisis

management system, based on information analysis management.
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Propositions and future perspectives of the research

The current PhD offers to the analysts and experts the possibility to devlop the
information analyisis method, in order for it to be used in other fields of work.The analytical
methods presented within the PhD can be perfected and adapted to efficiently define the current
security environment, characterized by an increased degree of unpredictability and by the
multiplication of risks and threats of asymmetric nature (e.g.: hybrid threats, terrorism,
proliferation of mass destruction weapons).

Information analysis management was created not only to be used within the structures
of the National Security System, but also by companies or other organizations, to the purpose
of having strategic decisions made on solid scientific bases, after analysing the data and
information available at a given moment.

Thus, the economists can use this research to develop, adapt and modernize the
analytical methods specific to the information analysis management, in order for them to be
useful within the decision making process, including in risk analyses undertaken currently
within companies.

Also, information analysis management can be included in the university curricula, in
the form of a course or even a master programme, as the elements of this branch of management
are useful to young economists for the fundamenting of their ideas or programs that they will
develop withing their respective hiring organization.

In conclusion, information analysis management represents a new field that can be
developed continuously to the benefit of state and private organizations and, implicitly, to the
benefit of the Romanian society.
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